	Webster

U N I V E R S I T Y
	The School of Business & Technology
Math & Computer Science Department



	Course
	COSC 3410.02                  Computer Security

	Term
	Fall 


Site: Webster Groves

	Instructor
	Name: John Aleshunas

Phone: 314.246.7565

Email: jalesh@webster.edu
Web Site: http://mercury.webster.edu/aleshunas
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Description
	Students in this course will study the techniques for protecting data within a computer and protecting data as it moves through a network.  Data and system security and reliability will be considered in a distributed environment. Topics will include encryption, authentication and digital signatures, threats to the computer system, and system reliability.

	Prerequisites
	COSC 1560 and Junior Standing.


	Course Level Learning Outcomes
	At the completion of this course this student will be able to: 

1. Demonstrate critical thinking skills by:

a. Explaining the conventional symmetric encryption schemes using traditional and cipher block models.

b. Describing the design issues for the selection and use of encryption protocols for providing confidentiality.

c. Summarizing the principles for analyzing public-key cryptography.

d. Explaining the approaches to the use of authentication and digital signature techniques.

e. Stating the approaches that provide network security for local area networks up to public Web based networks.

f. Describing how to anticipate threats to the computer system and develop procedures for computer recovery.

g. Summarizing the principles for analyzing system reliability.

2. Make a formal presentation of a research paper on a selected computer security topic.



	Materials
	Corporate Computer and Network Security, Raymond Panko, Prentice-Hall, ISBN: 0-13-038471-2

	Grading
	The UNDERGRADUATE catalog provides these guidelines and grading options:

· A, A- superior work in the opinion of the instructor

· B+, B, B- good work in the opinion of the instructor

· C+, C, C- satisfactory work in the opinion of the instructor

· D+, D passing, but less than satisfactory work in the opinion of the instructor

· I incomplete work in the opinion of the instructor

· ZF An incomplete which was not completed within one year of the end of the course

· F unsatisfactory work in the opinion of the instructor; no credit is granted

· W withdrawn from the course

· IP course in progress

· NR not reported for the course

· Z a temporary designation given by the registrar indicating that the final grade has not been submitted by the instructor. When the final grade is filed in the Office of the Registrar, that grade will replace the Z.

Your grade will be compiled from each of the class evaluation components in the following proportions:

Mid-term Exam
 35%

Final Exam

 35%

Homework

 10%

Research Project
 20%
Total


100%



	Activities
	In this course, you will actively participate in the study of network and system security design principles.  Your emphasis should be on discovery and implementation and not on simple memorization of facts.  You will be expected to read the assigned chapters and to actively participate in the class discussions.  Those discussions, as well as the individual research projects, will provide you a practical means to clearly comprehend network and system security.

The main purpose of the homework assignments is to help assess your understanding of the course material and the presentation pace.  They also provide you the side benefit of pointing out what the key concepts of the material are.

We will have two exams; a mid-term in week 4 and a final in week 8.  The mid-term exam will cover all of the material from the first three weeks.  Because this course develops the subject material from what’s presented earlier in the course, the final exam will be a comprehensive test of all the material from weeks 1 through 7.

Individual Research Projects
The individual research project provides you the opportunity to investigate a selected security topic.  You may select any research topic, subject to my approval.  Remember, we are trying to gain an understanding of network and systems security and some areas, for example where the problem domain is not constrained and well understood, may not be as productive as others.  Additionally, I want to expose you to a variety of security topics so I will ensure that your topics are unique.  You will conclude your project with a presentation in week 6.  

This is a formal paper, and it requires a formal presentation.  This is an opportunity for you to share your work with the class.  Plan for a ten-minute presentation before questions and comments.  Don’t read your paper.  Determine the most important and interesting parts of your paper for the presentation (three items at most).  It is not necessary to include everything in the paper in your presentation, and in fact, there will not be time to do so.  You may use overhead transparencies or other aids in you presentation.



	Policy Statements:

University Policies
	University policies are provided in the current course catalog and course schedules.   They are also available on the university website. This class is governed by the university’s published policies. The following policies are of particular interest: 

Academic Honesty

The university is committed to high standards of academic honesty. Students will be held responsible for violations of these standards. Please refer to the university’s academic honesty policies for a definition of academic dishonesty and potential disciplinary actions associated with it. 

Drops and Withdrawals

Please be aware that, should you choose to drop or withdraw from this course, the date on which you notify the university of your decision will determine the amount of tuition refund you receive. Please refer to the university policies on drops and withdrawals (published elsewhere) to find out what the deadlines are for dropping a course with a full refund and for withdrawing from a course with a partial refund.

Special Services   

If you have registered as a student with a documented disability and are entitled to classroom or testing accommodations, please inform the instructor at the beginning of the course of the accommodations you will require in this class so that these can be provided. 

Disturbances

Since every student is entitled to full participation in class without interruption, disruption of class by inconsiderate behavior is not acceptable. Students are expected to treat the instructor and other students with dignity and respect, especially in cases where a diversity of opinion arises. Students who engage in disruptive behavior are subject to disciplinary action, including removal from the course.

Student Assignments Retained

From time to time, student assignments or projects will be retained by The Department for the purpose of academic assessment.   In every case, should the assignment or project be shared outside the academic Department, the student's name and all identifying information about that student will be redacted from the assignment or project. 

Contact Hours for this Course

It is essential that all classes meet for the full instructional time as scheduled.   A class cannot be shortened in length.   If a class session is cancelled for any reason, it must be rescheduled.



	Course Policies
	This syllabus may be revised at the discretion of the instructor without the prior notification or consent of the student.

All work is due at the beginning of class.  Any work turned after that will be considered late and the grade will be reduced by 10 percent.


	Course Schedule

	
	Week 1

	Course overview

Text:
Ch 1 – A Framework
Ch 1A – Examples of Security Problems

Ch 2 – Access Control and Site Security

Discussion of individual research papers


	Week 2

	Text:
Ch 3 – Review of TCP/IP Internetworking
Ch 4 – Attack Methods

	Week 3

	Text:
Ch 5 – Firewalls
Ch 6 – Host Security


	Week 4

	Exam 

Text:
Ch 7 – The Elements of Cryptography

	Week 5

	Text:
Ch 8 – Cryptographic Systems: SSL/TLS, VPNs, and Kerberos
Ch 9 – Application Security: Electronic Commerce and E-Mail

	Week 6

	Presentation of individual papers

	Week 7

	Text:
Ch 10 – Incident and Disaster Response
Ch 11 – Managing the Security Function
Ch 12 – The Broader Perspective


	Week 8

	Exam 



	
	

	Additional Information
	None
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